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encoding strategies, spectral encryption 
based on spatial patterning of luminescent 
materials possessing distinct emission 
features is widely implemented.[15–17] With 
innate virtues such as superior photosta-
bility, narrow emission bandwidths, and 
long luminescence lifetime, lanthanide-
doped upconversion nanoparticles 
(UCNPs) have been extensively applied 
in many emerging areas such as 3D 
displays,[18,19] biomedical imaging,[20–22] 
solar cells,[23–25] lasing,[26,27] and espe-
cially data encryption.[28–30] Notably, the 
high designability in emission bands, 
strong resistance to photobleaching, 
and low autofluorescence interference 
make UCNPs a promising alternative 
to conventional fluorophores (such as 
organic dyes and quantum dots) in high-
capacity and long-term optical encoding 
applications.[31–33] Over the past few 
years, UCNP-mediated data encryption 
through multicolor barcoding,[6] lifetime 

tuning,[34–36] and phase angle hybridization[37] has been suc-
cessfully demonstrated. Nevertheless, these encoding strategies 
rely on a different set of UCNPs to achieve distinct emission 
features in confined temporal or spatial regions, which would 
inevitably introduce the difficulty to the design of data multi-
plexing and sample synthesis.

Plasmonic nanomaterials, working as optical antennas, 
can enormously intensify their adjacent local fields to tailor 
light–matter interactions on demand through tuning the 
geometry, equilibrium configuration, or choice of nanoan-
tenna materials.[38] Especially those noble metal nanostructures 
(such as Au and Ag) featuring surface plasmon resonances, 
have proven effective in tuning the emission properties of 
UCNPs. By varying the size or aspect ratio of these plasmonic 
nanostructures, their resonance bands can be precisely tuned 
to match either the absorption or emission bands of adjacent 
UCNPs. Therefore, the excitation rate or radiative emission rate 
of UCNPs could be programmably enlarged to achieve lumi-
nescence enhancement for the whole spectrum or any specific 
emission band.[39–48] The integration of plasmonic nanostruc-
tures with UCNPs opens new encoding strategies in addi-
tion to enhanced upconversion luminescence (UCL) intensi-
ties.[49,50] However, the inherent high electrical conductivity of 
metallic materials can suppress the quantum yields of emission 
when the UCNPs are in contact with the metallic surface.[51,52]  

Upconversion nanoparticles (UCNPs) with exceptional optical properties 
have emerged as a new paradigm for data encryption through multicolor 
coding, lifetime tuning, and excitation light phasing. However, in addition 
to low internal quantum efficiency, the utility of UCNPs for data encryption 
is largely hampered by the requirement of multiple sets of UCNPs of 
complex compositions with specifically tailored optical properties. Herein, 
it is found that metal–insulator–metal (MIM) configurations are capable 
of regulating upconversion emission of UCNPs through programmable 
geometry-dependent plasmonic features of laser-splashed submicron cavities. 
Furthermore, a ratiometric encryption strategy by regulating the ratio of dual-
band emission of a single set of UCNPs of fixed composition placed within the 
plasmonic MIM configuration is demonstrated. High-throughput encryption 
and decryption through the luminescence ratiometric strategy can be achieved 
in a facile laser writing fashion with upscalability and sub-micrometer-scale 
precision. This demonstration opens a new route to luminescence modulation 
with large encoding capacity and underpins potential applications of UCNPs 
in multiplexed data storage and information encryption.
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Upconversion Nanoparticles

Optical multiplexing and encoding based on light–matter 
interactions in physical dimensions such as polarization,[1–3] 
wavelength,[4–6] angular dispersion,[7–9] and orbital angular 
momentum[10–12] have been well heralded as an enabling plat-
form for high-security encryption applications in banknotes, 
ID cards, and so on.[13,14] Among these well-developed optical 
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Consequently, the maximum enhancement in upconversion 
luminescence can only be achieved at a moderate distance 
(≈10 nm) separating the nanoparticle and the metal surface. 
Despite recent studies on plasmonic coupled upconversion  
luminescence with large enhancement and precise color 
tuning, plasmonic spacing control and high-precision fabrica-
tion through complicated treatments and time-consuming 
lithography techniques remain daunting challenges.

Herein, we report programmable plasmonic couplers based 
on a metal–insulator–metal (MIM) configuration for upcon-
version luminescence regulation and high-throughput ratio-
metric encryption. In a typical experiment, Ti-Si3N4-Ag MIM 
structure was first fabricated, and plasmonic nanocraters with 
different splashing morphologies on the MIM substrate were 
reproducibly printed upon irradiation of a single femtosecond 
pulse laser. The resonances of the nanocraters could be exqui-
sitely designed through controlling their morphologies via 
laser dose tuning. In our study, two types of nanocraters with 
resonance frequencies in coincidence with green (538 nm) 
and red (644 nm) emission bands of NaYF4:Yb/Ho/Ce UCNPs 
were fabricated. The selective wavelength coupling led to dis-
tinct luminescence enhancement in the two emission bands, 
allowing laser-printed images to be encoded at sub-micrometer 
levels with ratiometric luminescence.

The concept of plasmonic nanocrater modulated dual upcon-
version emission is illustrated in Figure 1. The nanocrater pat-
tern was printed onto a MIM three-layer configuration using a 
femtosecond pulsed laser (40 fs at 800 nm). Through tuning the 
morphologies and thus the resonance frequencies of fabricated 
nanocraters via pulse dose controlling, the ratiometric lumi-
nescence (red and green) of the UCNPs dispersed onto the 
pattern can be precisely controlled. Through this approach, we 
demonstrated high-throughput information encryption using a 
single set of UCNPs in a lithography-free fashion. The MIM 
configuration is adopted to boost the laser printing effects by 
quickly building up the localized fields while providing a cavity 
for forming Fabry–Perot resonances. Since the silver film can 
have the largest reflection in the visible region, a silver film of 
about 135 nm thickness was chosen as the grounding layer. As 
titanium has a small extinction coefficient and the thin oxide 

layer (2−3 nm) formed on its surface natively prevents the deg-
radation, the cladding layer was set as a titanium film of 40 nm 
thickness. The spacer layer is made of silicon nitride (Si3N4), 
which is highly transparent in the visible range and beneficial 
in manipulating the transient photothermal effects. Core–shell 
UCNPs consisting of NaYF4:Yb/Ho/Ce exhibiting a red/green 
(R/G) ratio of around 3.5 on the cover glass are used here as 
the upconversion agents (Figure 1b). Two types of nanocrater 
morphologies were chosen to regulate the emission intensity 
ratio of the two bands. A nanocrater A with a shallow depth 
that mainly scatters the Fabry–Perot resonant wavelength was 
used to enhance the green component. The nanocrater C with 
a deep depth resonating in the longer wavelength region was 
utilized to magnify the red emission. As a result, the two types 
of nanostructures regulate R/G ratios of around 1.8 and 5.5, 
respectively (Figure 1b).

Upon illumination of femtosecond pulsed laser beams, the 
titanium film within the focal spot absorbs the energy and 
gains a momentum perpendicular to the surface in a duration 
of several picoseconds. Subsequently, the film splashes out-
ward and undergoes fast recrystallization due to the rapid heat 
dissipation to the surroundings.[9] Considerably large laser 
dose (270 mI cm−2) could lead to direct ablation of the tita-
nium film within the focal spot, forming a single nanocrater 
structure (crater A). A further increase of the pulse energy 
(461 mI cm−2), the silicon nitride film will also be heated up 
and ablated, generating a deeper nanocrater (crater B). When 
keeping increasing pulse dose (1998 mI cm−2), the silver film 
will also be ablated, generating an additional nanocrater with 
a smaller radius in the middle layer. Thus, nanostructures 
consisting of three nanocraters (crater C) can be printed. 
Consequently, the printing of nanocraters with variant mor-
phologies featuring different resonant frequencies becomes 
possible through precisely controlling the laser energy density 
(Figure 2a). It indicates that a full-range visible light can be 
controlled by adjusting different laser parameters. The nano-
craters A and C exhibiting major resonance peaks centered at 
538 and 650 nm, respectively, are shown in Figure 2b,c. The 
inset shows the scanning electron microscopy (SEM) images 
of printed nanocraters with representative morphologies 
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Figure 1. a) The sketch of nanocrater regulated ratiometric upconversion emission. The MIM structure is composed of silver, Si3N4, and titanium 
layer of 135, 169, and 40 nm thickness, respectively. Two types of nanocraters are fabricated by varying the pulse energy. b) The nanocrater A mainly 
enhances the green emission of UCNPs, while the nanocrater C magnifies the red emission band. The right panel illustrates the composition of UCNPs 
and UCNPs deposited on different substrates.
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(more morphologies of nanocraters are shown in Figure S1, 
Supporting Information). The peak at 538 nm corresponds 
to the Fabry–Perot resonance mode in the nanocrater A, and 
the peak at 650 nm arises from the integrate resonance of the 
nanocrater C. Experimental measurements are reasonably 
consistent with simulations (Figure 2b,c). In addition, finite-
difference time-domain (FDTD) simulations reveal the electric 
field distributions in the vicinity of the nanocraters with peak 
intensity enhancements by seven and eightfolds for green 
and red emissions, respectively (Figure 2d,e). Meanwhile, the 
moderate electric field distributions of crater A upon illumina-
tion at 644 nm and crater C upon illumination at 538 nm are 
shown in Figure S2 (Supporting Information). The resonances 
are in the form of longitudinal gap plasmons in the silicon 
nitride to promote strong light emissions and can be tuned to 
match emission bands of UCNPs by varying the dosed energy 
density of fs pulsed beams, which is critical for plasmon cou-
pling with light to achieve optimal field confinements. By 
removing the luminescence quenching effect of UCNPs near 
the surface of metal nanostructures,[51] the MIM configura-
tion allows augmented electric fields confined inside nano-
craters for efficient luminescence enhancement (Figure S3, 
Supporting Information).

Figure 3a shows the transmission electron microscopy (TEM) 
image of the as-prepared NaYF4:Yb/Ho/Ce core–shell UCNPs. 
Upon irradiation at 980 nm with a continuous-wave (CW) laser, 
these UCNPs exhibit strong upconversion emission in the vis-
ible range with two peaks at 538 and 644 nm, corresponding 
to the 5F4,5S2→5I8 and 5F5→5I8 transition of Ho3+, respectively 
(Figure 3b). The underlying upconversion transition is illus-
trated in Figure S4 (Supporting Information). The incident light 
at the wavelength of 980 nm is absorbed by Yb3+ ions through 
the transition of the 2F7/2 to 2F5/2 with a subsequent step of 
energy transfer to multiple energy levels in the Ho3+ ions.[18] 
After certain nonradiative relaxation, upconversion emissions 
occur in the visible range. The cross-relaxation represents the 
energy transfer between the Ho3+ ions and Ce3+ ions.

The as-prepared UCNPs were dispersed onto the plasmonic 
nanocraters through spin-coating (Figure 3c). The UCNPs were 
premixed with a 3 wt% polymethyl methacrylate (PMMA) solu-
tion to improve the adhesion to the nanocraters. Figure 3d,e 
shows that the nanocraters serve as templates to immobilize 
the UCNPs through self-assembly. The upconversion emission 
from the sample was then collected by using a confocal imaging 
system where a 980 nm laser was employed as the excitation 
source (Figure S5, Supporting Information). The acquired 
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Figure 2. Simulation of field enhancements by nanocraters of different morphologies. a) Resonance peaks of the nanocraters as a function of the laser 
energy, revealing three regions of resonance frequencies. b,c) Experimental and theoretical plasmonic resonance regions of nanocraters fabricated at 
270 and 1998 mJ cm−2, respectively. Insets: Corresponding SEM images of nanocraters. Scale bar: 500 nm. d,e) Simulated electric field distributions 
upon illumination at 538 and 644 nm, respectively.
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intensity profile of the UCNPs on the nanocrater A is shown 
in Figure 3f. It is revealed that the upconversion emissions 
are concentrated around the nanocraters. Figure 3g depicts 
the emission spectra from the UCNPs deposited on the glass 
substrate and two different nanocrater substrates. The ratio of 
peak intensities between emission wavelengths of 644 nm (R) 
and 538 nm (G) is 3.51 when the UCNPs (NaYF4:Yb/Ho/Ce)  
are deposited on the glass substrate. However, when the 
UCNPs are deposited on a template containing shallow single 
nanocraters (crater A), the emission at 538 nm is enhanced, 
resulting in a decreased R/G ratio to 1.86. On the contrary, 
when the UCNPs are deposited on a template containing three 

nanocraters (crater C), the red band emissions are enhanced, 
leading to an increased R/G ratio of 5.51. Notably, as shown in 
Figure S6 (Supporting Information), the ratiometric emission 
modulation is robust and hardly changes with variations in the 
UCNP concentration. The UCL spectra of the UCNPs on (i) the 
nanocrater A, (ii) the glass, and (iii) the nanocrater C are shown 
in Figure S7a (Supporting Information) at a saturation excita-
tion power of 1.5 × 105 W cm−2. Compared to the sample on the 
glass substrate (the reference), the nanocrater structures exhibit  
1.98- and 1.51-fold UCL enhancement factors (EFs) for green and 
red emissions, respectively, upon high power excitation. Under a  
weak excitation, an even larger enhancement factor is expected. 
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Figure 3. a) TEM image of as-synthesized NaYF4:Yb/Ho/Ce (20/2/8%) core–shell UCNPs. Inset: the corresponding size distributions of the UCNPs. 
b) Upconversion emission spectrum of the core–shell UCNPs under a 980 nm CW laser excitation (10 W cm−2). Inset: Corresponding luminescence 
photographs of UCNPs dispersed in cyclohexane (540 and 655 nm bandpass filter were used before the camera). c) Schematic of spin-coating UCNPs 
onto the fabricated nanocraters. d,e) SEM images of nanocraters coated with UCNPs. f) The confocal image of UCNPs deposited on nanocrater A.  
g) Upconversion luminescence spectra from UCNPs deposited on nanocrater A, glass, and nanocrater C.
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The green and red emission peaks corresponding to the energy 
transitions of 5F4,5S2→5I8 and 5F5→5I8 in the UCNPs are selec-
tively enhanced by different nanocraters. This enhancement effect 
is noticeable in luminescence images, as shown in Figure S7b,c  
(Supporting Information).

In general, the UCL enhancements are combined effects 
ascribed to both the increased excitation rate (absorption of the 
pump laser) and radiative emission rate (Purcell effect at the 
emission wavelength). Since the nanocraters exhibit broad spec-
tral responses in the visible region, the enhanced radiative rates at 
specific emission bands rather than the enhanced excitation rate 
at the absorption wavelength are responsible for the observed reg-
ulation in ratiometry. This can be verified through the quantum 
yield analysis. The internal quantum process behind the UCL can 
be analyzed by calculating the internal quantum yield enhance-
ment factor (QYEF) using the following equations[49]
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where |E|2 denotes the simulated electric field at the incident 
light (λ = 980 nm), I(λ) denotes the measured UCL intensity. 
Indeed, the QYEF results reveal a 2.4- and 1.8-fold enhanced 

radiative rate for green and red emissions by the two types of 
nanocraters, respectively. The increase in the radiative emission 
rate was confirmed by time-resolved photoluminescence (TRPL) 
measurement. As shown in Figure 4a,b, when deposited on the 
nanocraters, UCNPs showed obvious decrease in the lifetime 
of green (on nanocrater A) and red emission (on nanocrater C). 
The decreased lifetime can be ascribed to augmented Purcell 
factors and significantly enhanced radiative rates.

To shed light on the radiative emission rate modulation of 
upconversion luminescence, we performed simulation on 
the Purcell factor of nanocraters A and C on the MIM struc-
ture (Figure 4c,d). It should be mentioned that Purcell factors 
of UCNPs would vary to some extent when their locations are 
changed in different nanocraters since the electric field inten-
sities vary point-by-point in these craters (Figure S8). In our 
study, the observed enhancement factors are mean values from 
a group of UCNPs self-assembled in these craters. It could be 
found that the obtained average Purcell factors are very close 
to the calculated internal quantum yield enhancements, compa-
rable to the overall upconversion luminescence enhancement. 
Therefore, we can infer that the selectively augmented radia-
tive emission rate is dominant for the regulated ratiometric 
upconversion emission. Notably, the R/G ratios of the UCNPs 
on different substrates are independent of excitation power 
densities, as shown in Figure S9a (Supporting Information). 
It can be found that the increase in the pump power results 
in enhanced intensities in both emission bands, while the R/G 
ratios exhibit negligible changes (Figure S9b–d, Supporting 
Information). These results suggest that the selective tuning 
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Figure 4. a) Time-resolved photoluminescence (TRPL) of NaYF4:Yb/Ho/Ce UCNPs deposited on nanocrater A (green) and glass (blue) acquired at 
the emission wavelength of 538 nm. b) Time-resolved photoluminescence (TRPL) of NaYF4:Yb/Ho/Ce UCNPs deposited on the nanocrater C (red) 
and glass (blue). The measurements were acquired at the emission wavelength of 644 nm. c,d) Simulated Purcell factor of UCNPs deposited on the 
nanocrater A and nanocrater C.
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of the luminescence ratio is independent of the plasmon-
induced thermal effect and the nonlinear nature of photon 
upconversion.[43]

On the basis of controlled ratiometric emission tuning 
through plasmonic nanocrater printing, we further demon-
strated the application of this approach for information encryp-
tion. For proof-of-concept, two sets of nanocraters with different 
morphologies were fabricated to form an image pattern con-
sisting of two Chinese characters, and subsequently UCNP 
solutions were spin-coated onto the pattern. It was unable 
to decode each encrypted character from the luminescence 
intensity imaging (Figure 5a). However, the two characters 
could be resolved by measuring the luminescence ratiometry 
(Figure 5b). Figure 5c indicates that the R/G ratios of the pat-
terned structure fall into two groups with distinctly different 
distributions around 1.8 and 5.5. By judiciously selecting the 
thresholds, the encoded images could be resolved (Figure 5d,e). 
In addition, we demonstrated high-throughput multiple infor-
mation (JNU and NUS) encryption in two binary QR codes 
(Figure 5f) and decryption through differentiating emission 
ratiometry (Figure 5g,h). Importantly, the plasmonic nanostruc-
tures can be patterned in a lithography-free fashion with large 
scales and fast speeds (Figure S10, Supporting Information).

In summary, we have demonstrated a ratiometric encryption 
strategy based on the dual-band emission modulation of a single 
set of UCNPs. Plasmonic nanocraters with programmable 
resonance peaks are fabricated through a facile laser writing 
technique, by which improved emission rates and lumines-
cence enhancement at selective bands are achieved due to the 

Purcell effect enabled by the splashed nanostructures. The 
ratiometric luminescence encryption leverages the dual-band 
upconversion emissions from UCNPs of fixed composition by 
removing the necessity of chemical synthesis of multiple sets 
of UCNPs of complex compositions. This technology not only 
offers a high-throughput method for enhancing upconversion 
emission but also provides a lithography-free fashion for image 
encryption and document security with upscalability and high 
spatial resolution. Moreover, this technology does not rely on 
any specific samples and can be extended to other UCNPs or 
dye-sensitized UCNPs.[31,53] And the laser splashed nanocraters 
can be reproduced in large scales as plasmofluidic templates 
for fast biological detections[54,55] once functional probes such 
as single-stranded DNA are selectively immobilized onto dif-
ferent craters to capture specific biological events labeled with 
UCNPs. We envision that our results may find potential appli-
cations in multidimensional optical data storage, information 
encoding, and multiplexed biological detection.

Experimental Section
Preparation of Upconversion Nanocrystals: The designed NaYF4:Yb/

Ho/Ce@NaYF4 core–shell upconversion nanocrystals were 
synthesized by epitaxial growth mediated coprecipitation method. In a 
typical procedure, to a 50 mL round-bottomed flask charged with 7 mL 
1-octadecene and 3 mL oleic acid was added a solution of Y(CH3CO2)3, 
Yb(CH3CO2)3, Ho(CH3CO2)3, and Ce(CH3CO2)3 at varied molar ratios 
(70/20/2/8) with a total lanthanide content of 0.4 mmol and volume 
of 2 mL. After heating at 150 °C for 1 h to remove water, the mixture 
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Figure 5. a) The upconversion luminescence intensity and b) R/G-ratiometric mapping of nanopattern encrypted with encoded UCNPs in the 
nanocraters. c) The R/G ratio of upconversion luminescence from the nanocrater patterns falls into two distributions with R/G ratios close to 1.8 and 
5.5. d,e) Encrypted data can be resolved by differentiating their regulated R/G ratios. f) R/G ratiometric mapping of QR codes encrypted with encoded 
UCNPs in the nanocraters. g,h) Decoding of encrypted QR codes by differentiating R/G ratios. Scale bar: 10 µm.
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was cooled down to 50 °C, and a methanol solution containing 
1.6 mmol NH4F and 1 mmol NaOH was added. After stirring for  
30 min, the mixture was heated to 100 °C and pumped for 30 min to 
remove methanol and possible impurities. Under an argon flow, the 
remaining solution was heated to 290 °C and maintained for 3 h. After 
cooling down, the resulting nanocrystals were washed with ethanol 
several times and redispersed in 4 mL of cyclohexane for succeeding 
shell growth. For the synthesis of NaYF4:Yb/Ho/Ce@NaYF4 core–shell 
upconversion nanocrystals, a shell precursor containing 0.4 mmol 
Y(CH3CO2)3 was prepared and kept at 80 °C. Then as-synthesized 
NaYF4:Yb/Ho/Ce core nanocrystals were added in the shell precursor. 
After 30 min, upon the removal of excess cyclohexane, the resultant 
mixture was cooled down to 50 °C and a 6 mL methanol solution of 
NH4F and NaOH was added. After stirring for another 30 min, the 
reaction was kept at 100 °C and pumped for 15 min before reaching 
290 °C. After reaction for 2 h in argon, the prepared core–shell 
nanocrystals were washed with ethanol and redispersed cyclohexane 
for further use.

Fabrication of Plasmonic Nanocraters: The sample was mounted to a 
3D translation stage that was controlled by the computer (Figure S11, 
Supporting Information). The femtosecond pulsed laser beam (40 fs at 
800 nm) was focused onto the sample after a tunable attenuator. Then 
the reflected light from the sample was collected by a charge coupled 
device (CCD) to monitor the fabrication. The laser pulse and the piezo 
stage are coordinately controlled by the computer to realize printing of 
arbitrary patterns.

Numerical Simulations: Simulations of the scattering spectra were 
carried out using FDTD methods (Lumerical FDTD Solutions). The 
complex refractive indices of silicon, silver, and titanium were taken from 
Palik,[56] and the index of silicon nitride was set as 2.05. Perfectly matched 
layers (PML) boundary conditions were defined around the nanostructure 
at a minimum of half a wavelength away. A total field/scattered-field 
source was launched incident to the nanostructure, and the scattering 
power was collected by evaluating the near-to-far-field projection over a 
cone defined by the NA of the objective lens. Electric field distribution 
cross-section is detected by a 2D field profile monitor in the x–z plane.

Characterization of the UCL and TRPL: The UCL spectra of the 
samples were collected by a spectrometer (Shamrock 303i, Andor) 
upon irradiation at 980 nm. Emission lifetime measurements of 
UCNPs were performed by modulating the 980 nm laser with a chopper 
(model SR540, Stanford). The triggered signal from the chopper was 
synchronized with a time-correlated single-photon counter (NanoHarp, 
Picoquant) to record the emission photons.

Supporting Information
Supporting Information is available from the Wiley Online Library or 
from the author.
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