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Relevance to Capstone

A What are the risks and consequences?
A What are the failure modes for your design?
A What are your risk mitigation tactics?
A What Codes & Standards apply?

A Document your findings concerning, and the
process for addressing, these issues
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20 Steps to Reduce Risk and Liability

Include safety as a primary specification in identifying
needs during all phases of the product's existence

Design to a recognized standard (failure to do so may
beinegl ipgen)seo

i UL, ANSI, ISO, ASTM (GT has ASTM stds)

I Industry/Professional Society
A ASHRAE, ASME (e.g., BPVC)

A Product/industry/manufacturer specific (Espresso!)

I Within these resources, look for
A Required analysis methods
A Required Factors of Safety
A Required testing methods
A Etcé .

Home



20 Steps to Reduce Risk and Liability -

Include safety as a primary specification in identifying
needs during all phases of the product's existence

Design to a recognized standard (failure to do so may
beinegl ipgen)seo

Select materials and components that are known to
have sufficient quality and a small enough standard
deviation from the norm to consistently do the job
expected

Apply accepted analysis techniques to determine if all

electrical, mechanical, and thermal stress levels are
well within published limits (what does factor of safety

mean?)



20 Steps to Reduce Risk and Liability

. Test the device using accelerated aging tests, using a
recognized test

. Conduct a design review that includes persons
knowledgeable about ALL aspects of a product.

. Perform a failure and hazards analysis of the product for
each stage of product life



http://www.readconsulting.com/publications/whitepapers/ExplodingBeerBottle.html
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20 Steps to Reduce Risk and Liability .

Test the device using accelerated aging tests, using a
recognized test

Conduct a design review that includes persons
knowledgeable about ALL aspects of a product.

Perform a failure and hazards analysis of the product for
each stage of product life

Perform a worst-case analysis of the product
Submit product to independent testing laboratory (e.g. UL)

10. Make sufficient information (notes on drawings,

component specifications, etc.) available to the factory to

identify and mitigate/eliminate hazards -
\:&\ \ 1/%';3




20 Steps to Reduce Risk and Liability s

11.Make a permanent record of the history of the product
development.

12.Wherever there is a question regarding safety of a
product, document the risk/utility considerations made
during the design phase.

13.Use warning labels on the product when this is
appropriate

14. Supply unambiguous instructions for properly installing or
using the product

15. Determine any service or maintenance necessary to keep
the product safe and operating



20 Steps to Reduce Risk and Liability

16. Where feasible, have all products inspected after
manufacture

17.Inform the quality control/manufacturing of manufacturing
errors that may result in a dangerous product

18. Test the effects of mass manufacture on the product

19. Work with the advertising/marketing to guard against
overstatements of product performance

20. Encourage sales and service personnel and dealers to
report any complaints that have to do with injury or
economic loss (but shouldacton t he dat a!)
coffee case burn)

Home


https://en.wikipedia.org/wiki/Liebeck_v._McDonald's_Restaurants
http://library.findlaw.com/2000/Mar/1/128594.html

Relevance to Capstone

What are the risks and consequences?
What are the failure modes for your design?
What are your risk mitigation tactics?
What Codes and Standards Apply?

Document your findings concerning, and the
process for addressing, these issues



Battery removal, storage, and recharge system
A What are the risks?
A What are the consequences?

A What are the applicable codes and standards?
(Californial)




Stovetop Espresso Maker

A What are the risks?

A What are the
conseguences?

A What are the
avallable codes and
standards?

I Certified Espresso



http://www.espressoitaliano.org/files/File/istituzionale_inei_hq_en.pdf

Risk Assessment

When do we accept risk?
When 1 t0s 1 nsi

When we are sure it IS worth It.

When we do not know it is there.

When 1t hasnot har med o1

Normalization of deviation i when the abnormal
becomes accepted as routine

Any cases spring to mind?

Space shuttles Challenger & Columbia

Home



Hazards and Risk Assessment
A A formalized, structured approach to identify,
assess, and mitigate risk
Failure modes and effects analysis FMEA

A A formalized, structured approach to identify,
assess, and mitigate failure modes (that lead to
risk!)



Hazards and Risk Assessment

A A formalized, structured approach to identify,
assess, and mitigate risk



DEPARTMENT OF DEFENSE
STANDARD PRACTICE FOR SYSTEM SAFETY

MIL-STD-882D Matrix

CATEGORY (1) (2) (3) (4)
FREQUENCY CATASTROPHIC CRITICAL MARGINAL NEGLIGIBLE

(A) FREQUENT
(X>10%)

(B) PROBABLE
(101 > X >103)

(C) OCCASIONAL
(102> X 103)

(D) REMOTE
(103> X > 108)

(E) IMPROBABLE
(10%>X)

ACCEPTABLE WITH REVIEW (may mitigate)

- UNACCEPTABLE (must mitigate)

UNDESIRABLE (should mitigate)

ACCEPTABLE WITHOUT REVIEW




Need to know/ defil nel/

A Risk Level
I (1) High T Imperative to reduce risk level.
I (2) Medium 7 Requires a mitigation plan.

I (3) Low T No special risk mitigation activities are required.

A Severity of Consequences
I (1) Catastrophic i Death or system loss.
I (2) Critical - Severe injury or major system damage.

I (3) Marginal - Injury requiring medical attention or system
damage.

I (4) Negligible - Possible minor injury or minor system damage.

Home



Need to know/ defil nel/

A Frequency of Exposure
I (A) Frequent - Expected to occur frequently.
i (B) Probable - Will occur several times in the life of an item.
I (C) Occasional - Likely to occur sometime in the life of an item.
I (D) Remote - Unlikely, but possible to occur in the life of an item.

I (E) Improbable - So unlikely, it can be assumed occurrence may
not be experienced.

Home



Exampl e nConsequ

Table 1: Example of Multiple Consequences for a Consequence Range
Source: MIL-STD-882D

Catastrophic I Could result in death, permanent total disability, loss
exceeding $1M, or irreversible severe environmental
damage that violates law or regulation.

Critical [l Could result in permanent partial disability, injuries or
occupational illness that may result in hospitalization of
at least three personnel, loss exceeding $200K but less
than $1M, or reversible environmental damage causing
a violation of law or regulation.

Marginal i Could result in injury or occupational illness resulting in
one or more lost work days(s), loss exceeding $10K but
less than $200K, or mitigatible environmental damage
without violation of law or regulation where restoration
activities can be accomplished.

Negligible IV Could result in injury or iliness not resulting in a lost
work day, loss exceeding $2K but less than $10K, or
minimal environmental damage not violating law or
regulation.




Table 2: Example of Likelihood Ranges

Fleet or Inventory**

Description* Level Specific Individual Item
. oy . -
Frequent A leeI)_' to occur more than 101in Continuously experi
that life. enced.
Will occur several times in the life of
an item, with a probability of occur- .
Probable B rence less than 10 but greater Will occur frequently.
than 102 in that life.
Likely to occur some time in the life
Occasional C of an item, with a probability of oc- Will occur several
currence less than 102 but greater times.
than 1073 in that life.
l_Jnllker b_ut poss_lble to oceur in the Unlikely, but can
life of an item, with a probability of
Remote D § reasonably be ex-
occurrence less than 103 but ected to ocour
greater than 106 in that life. P ’
So unlikely, it can be assumed oc-
currence may not be experienced, Unlikely to occur, but
Improbable E . - )
with a probability of occurrence less possible.
than 106 in that life.

Source: MIL-STD-882D

*Definitions of descriptive words may have to be modified based on quantity of

items involved.

**The expected size of the fleet or inventory should be defined prior to accom-
plishing an assessment of the system.




DEPARTMENT OF DEFENSE
STANDARD PRACTICE FOR SYSTEM SAFETY

MIL-STD-882D Matrix

CATEGORY (1) (2) (3) (4)
FREQUENCY CATASTROPHIC CRITICAL MARGINAL NEGLIGIBLE

(A) FREQUENT
(X>10%)

(B) PROBABLE
(101 > X >103)

(C) OCCASIONAL
(102> X 103)

(D) REMOTE
(103> X > 108)

(E) IMPROBABLE
(10%>X)

ACCEPTABLE WITH REVIEW (may mitigate)

- UNACCEPTABLE (must mitigate)

UNDESIRABLE (should mitigate)

ACCEPTABLE WITHOUT REVIEW




AOkay, youdve defined yol
A Now what?
A FMEA (or other assessment tool)



What is FMEA?

A Failure Mode and Effects Analysis

A Methodology of FMEA:

I ldentify the potential failure of a system and its
effects (Risk Assessment RA)

I Assess the failures to determine actions that would
eliminate the chance of occurrence

I Document the potential failures
A Mitigate the potential failures (connect back to RA)

24
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FMEA

aim of FMEA Is to anticipate:
nat might fail
nat effect this failure would have

nat might cause the failure

eé and take action to correct Iit!

(see backup materials for process)

Home



Battery removal, storage, and recharge system

-
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i
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[
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Summary - FMEA Flowchart

|dentify a failure mode

Determine the possible effects of the failure

Assess the potential severity of the effect

|dentify the cause of failure (take action!)

Estimate the probability of occurrence

Assess the likelihood of detecting the failure

Assign an RPN (= S x O x D) or other RA

Take action to reduce highest risk; REPEAT




Battery Support/Trolley System

28



Battery Attachment
Beware single-point failures!

29



Example Risk Assessment Matrix

Frequency of Exposure Severity
Catastrophic (1) Critical (2) Marginal (3) Negligible (4)
Frequent (A) Al A2 A3 A4
Probable (B) B1 B2 B3 B4
QOccasional (C) C1l C2 C3 C4
Remote (D) D1 D2 D3 D4
Risk Levels | High |  Medium | Low |
1 Catastrophic major injury to driver, spectators
2 Critical damage to property, and/or minor injury
3 Marginal damage to vehicle only
4 Negligible reparable damage to vehicle only, no injuries
A Frequent every time it is driven
B Probable with every race
C Occasional during/following repair
D Remote not expected during the life of the vehicle




Example Mini-Baja HAR

Identify & Assess

Mitigate

Hazard No. Hazard Frequency | Severity | Initial Risk Level Mitigation Final Risk Level
Collisions
1 Other Driver error B 1 High Restraint system, bumpers, side & rear-view mirrors, training Medium
2 Steering Failure D 2 Medium Heavy-duty rack & pinion, bumper to cover steering Low
3 Brake Failure D 1 High Emergency brake system, shut-off switches Medium
4 Operator error A 2 High Restraint system, padded frame structure, bumpers, training Medium
5 Rough terrain B 3 Medium Restraint system, padded frame structure, training Low
Fire
6 Fuel spill C 2 High Firewall, fire extinguisher, looped fuel line system Low
7 Engine damage D 3 Low Firewall, debri guard Low
8 Welding error C 2 High Welding masks & gloves, fire extinguisher, isolated welding area Low
Projectiles
9 Debris from terrain B 3 Medium Mud-guards, debri wall for whole cockpit Low
10 Chain failure B 3 Medium Transmission cage Low
11 Suspension failure D 3 Low Suspension limiters, bumper guards Low
12 Engine explosion D 1 High Firewall, Engine cage, eye protection when working with engine Medium
Frequency of Exposure Severity
Catastrophic (1) Critical (2) Marginal (3) Negligible (4)
Frequent (A) Al A2 A3 A4 A DANGER
Probable (B) Bl B2 B3 B4
Occasional (C) c1 c2 c3 c4 Stay clear.
Remote (D) D1 D2 D3 D4 Machine
moves
automatically.
Risk Levels | High | Medium | Low |
1 Catastrophic major injury to driver, spectators
2 Critical damage to property, and/or minor injury amn"l“ﬁ
3 Marginal damage to vehicle only u . .
4 Negligible reparable damage to vehicle only, no injuries FISk GL:'IUW;I
S can cause akin
A Frequent every time it is driven Irritatlons and
B Probable with every race blindnass.
C Occasional during/following repair = Eye protection required.
D Remote not expected during the life of the vehicle e




FMEA Template

2
3
Fil
5
6 System Potential FMEA Mumber
7 Subsystem Failure Mode and Effects AﬂﬂlySiS Prepared By
8 Component (Design FMEA) FMEA Date
9 Design Lead Key Date Revision Date
10 Core Team Page of
T
12 Action Results
. Potential P L = | o | e =
. Potential Failure Potential s Cause(s)/ r | Current Design R Recommended RESPGHSIMIW.& . » |6 |o i
ltem { Function Effect(s) e : P . Target Completion | Actions Taken | = | = | 2
13 Mode(s) of Failure Y Mechanismis) of | @ Controls Action(s) Date s |5 |8 z
Failure b = | = =
14
Coolant Crack/break. Leak 8 |Over pressure 8 |Burst, validation 64 |[Test included in |J.P. Aguire
containment. Burst. Side wall pressure cycle. prototype and 11/1/95 E. Eglin
Hose flex. Bad seal. production 8/1/96
connection. Poor hose rete validation testing.
15 Coolant fill. M A
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

231



FMEA-template.xls

Relevance to Capstone

What are the risks and consequences?
What are the failure modes for your design?
What are your mitigation tactics?

Document your findings concerning, and the
process for addressing, these issues



Product Liability Concepts

A Definition:

I Corporate liability for injuries or damages
suffered by the user from products

A Applies to manufacturers, sellers and distributors
of goods

A Liability: An obligation to rectify or recompense
for any injury or damage for which the liable
person has been held responsible or for failure
of a product to meet a warranty.



Legal Theories

A Three theories in Product Liability cases:
| Strict Liability
I Breach of Warranty
I Negligence



Definitions & Concepts 1

A Strict liability in tort: The legal theory that a manufacturer
of a product is liable for injuries due to product defects,
without the necessity of showing negligence of the
manufacturer.

I Defect in design
I Defect iIn manufacture

Home



Definitions & Concepts 2

Galaxy Note7
What we discovered

A short circuit within the battery may occurwhen there is damage to the separator
that allows the positive and negative electrodes to meet within the jellyroll.
Based on a detailed analysis of the affected batteries, both Battery A from the
1st recall and Battery B from the 2nd recall, we identified separate factors that
originated in and were specific to the two different batteries.

Lithium-lon Battery Structure

Negative Tab
Separator

l Il “Jelly Roll”
®

Positive Electrode

Positive Tab

7 Negative Electrode
Pouch

Battery A

Abnormal Normal

Main Cause

The negative electrode was deflected The negative electrode is not deflected
inthe upper-right corner of the battery

e

Additional contributing factor

The tip of the negative electrode was
incorrectly located in the curve,
not the planararea

Abnormal

5 7

“‘57

High welding burrs on the positive
electrode resulted in the penetration of

The tip of the negative electrode is
correctly located within the
planararena

Battery B

Normal

Main Cause

Separator
Insulation Tape - — =
Positive Electrode

The positive tab is appropriately
attached to the positive electrode

the insulation tape and separatorwhich then

caused direct contact between the
positive tab with the negative electrode

Additional contributing factor

Anumberof batteries were
missing insulation tape

Y

’
nsulation Tape -7 l 7'

Batteries with sufficient insulation tape

Home
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