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Relevance to Capstone

ÅWhat are the risks and consequences?

ÅWhat are the failure modes for your design?

ÅWhat are your risk mitigation tactics?

ÅWhat Codes & Standards apply?

ÅDocument your findings concerning, and the 

process for addressing, these issues
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Coverage/Contents

ÅManaging Risk and Liability

ïHazards and Risk Assessment

ïFailure Modes and Effects Analysis FMEA

ÅProduct Liability Concepts

ÅBackup materials

ïCitations and links (in progressé)

ïLiability

ïFMEA
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20 Steps to Reduce Risk and Liability  1

1. Include safety as a primary specification in identifying 

needs during all phases of the product's existence

2. Design to a recognized standard (failure to do so may 

be ñnegligence per seò)

ïUL, ANSI, ISO, ASTM (GT has ASTM stds)

ïIndustry/Professional Society 

Å ASHRAE, ASME (e.g., BPVC)

Å Product/industry/manufacturer specific (Espresso!)

ï Within these resources, look for

Å Required analysis methods

Å Required Factors of Safety

Å Required testing methods

Å Etcé.
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20 Steps to Reduce Risk and Liability   2

1. Include safety as a primary specification in identifying 

needs during all phases of the product's existence

2. Design to a recognized standard (failure to do so may 

be ñnegligence per seò)

3. Select materials and components that are known to 

have sufficient quality and a small enough standard 

deviation from the norm to consistently do the job 

expected

4. Apply accepted analysis techniques to determine if all 

electrical, mechanical, and thermal stress levels are 

well within published limits (what does factor of safety 

mean?)
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20 Steps to Reduce Risk and Liability   3

5. Test the device using accelerated aging tests, using a 

recognized test

6. Conduct a design review that includes persons 

knowledgeable about ALL aspects of a product.

7. Perform a failure and hazards analysis of the product for 

each stage of product life

http://www.readconsulting.com/publications/whitepapers/ExplodingBeerBottle.html
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20 Steps to Reduce Risk and Liability 4

5. Test the device using accelerated aging tests, using a 

recognized test

6. Conduct a design review that includes persons 

knowledgeable about ALL aspects of a product.

7. Perform a failure and hazards analysis of the product for 

each stage of product life

8. Perform a worst-case analysis of the product

9. Submit product to independent testing laboratory (e.g. UL)

10.Make sufficient information (notes on drawings, 

component specifications, etc.) available to the factory to 

identify and mitigate/eliminate hazards
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20 Steps to Reduce Risk and Liability 5

11.Make a permanent record of the history of the product 

development.

12.Wherever there is a question regarding safety of a 

product, document the risk/utility considerations made 

during the design phase.

13.Use warning labels on the product when this is 

appropriate

14.Supply unambiguous instructions for properly installing or 

using the product 

15.Determine any service or maintenance necessary to keep 

the product safe and operating
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20 Steps to Reduce Risk and Liability 6

16.Where feasible, have all products inspected after 

manufacture

17. Inform the quality control/manufacturing of manufacturing 

errors that may result in a dangerous product

18.Test the effects of mass manufacture on the product

19.Work with the advertising/marketing to guard against 

overstatements of product performance

20.Encourage sales and service personnel and dealers to 

report any complaints that have to do with injury or 

economic loss (but should acton the data!) (McDonaldôs 

coffee case burn)

https://en.wikipedia.org/wiki/Liebeck_v._McDonald's_Restaurants
http://library.findlaw.com/2000/Mar/1/128594.html
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What are the risks and consequences?

What are the failure modes for your design? 

What are your risk mitigation tactics?

What Codes and Standards Apply?

Document your findings concerning, and the 

process for addressing, these issues

Relevance to Capstone
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Battery removal, storage, and recharge system

ÅWhat are the risks?

ÅWhat are the consequences?

ÅWhat are the applicable codes and standards? 

(California!)
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Stovetop Espresso Maker

ÅWhat are the risks?

ÅWhat are the 

consequences?

ÅWhat are the 

available codes and 

standards?

ïCertified Espresso

http://www.espressoitaliano.org/files/File/istituzionale_inei_hq_en.pdf
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Risk Assessment

ÅWhen do we accept risk?

ïWhen itôs insignificantly low.

ïWhen we are sure it is worth it.

ïWhen we do not know it is there.

ïWhen it hasnôt harmed or killed us yet

ÅNormalization of deviation ïwhen the abnormal 

becomes accepted as routine

ïAny cases spring to mind? 

ïSpace shuttles Challenger & Columbia
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Hazards and Risk Assessment

ÅA formalized, structured approach to identify, 

assess, and mitigate risk

Failure modes and effects analysis FMEA

ÅA formalized, structured approach to identify, 

assess, and mitigate failure modes (that lead to 

risk!)
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Hazards and Risk Assessment

ÅA formalized, structured approach to identify, 

assess, and mitigate risk
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DEPARTMENT OF DEFENSE

STANDARD PRACTICE FOR SYSTEM SAFETY 

MIL-STD-882D Matrix

(E) IMPROBABLE

( 10-6 > X ) 

(D) REMOTE

( 10-3 > X > 10-6 )

(C) OCCASIONAL

( 10-2 > X 10-3 )

(B) PROBABLE

( 10-1 > X > 10-3 )

(A) FREQUENT

( X > 10-1 )

(4)

NEGLIGIBLE

(3)

MARGINAL

(2)

CRITICAL

(1)

CATASTROPHIC

CATEGORY

FREQUENCY

UNACCEPTABLE (must mitigate)

UNDESIRABLE (should mitigate)

ACCEPTABLE WITH REVIEW (may mitigate)

ACCEPTABLE WITHOUT REVIEW
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Need to know/define/determineé

Å Risk Level

ï(1) High ïImperative to reduce risk level. 

ï(2) Medium ïRequires a mitigation plan.

ï(3) Low ïNo special risk mitigation activities are required.

Å Severity of Consequences

ï(1) Catastrophic ïDeath or system loss.

ï(2) Critical - Severe injury or major system damage.

ï(3) Marginal - Injury requiring medical attention or system 

damage.

ï(4) Negligible - Possible minor injury or minor system damage.
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Need to know/define/determineé

Å Frequency of Exposure

ï(A) Frequent - Expected to occur frequently.

ï(B) Probable - Will occur several times in the life of an item.

ï(C) Occasional - Likely to occur sometime in the life of an item.

ï(D) Remote - Unlikely, but possible to occur in the life of an item.

ï(E) Improbable - So unlikely, it can be assumed occurrence may 

not be experienced.
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Example ñConsequencesò



HomeHome



HomeHome

DEPARTMENT OF DEFENSE

STANDARD PRACTICE FOR SYSTEM SAFETY 

MIL-STD-882D Matrix

(E) IMPROBABLE

( 10-6 > X ) 

(D) REMOTE

( 10-3 > X > 10-6 )

(C) OCCASIONAL

( 10-2 > X 10-3 )

(B) PROBABLE

( 10-1 > X > 10-3 )

(A) FREQUENT

( X > 10-1 )

(4)

NEGLIGIBLE

(3)

MARGINAL

(2)

CRITICAL

(1)

CATASTROPHIC

CATEGORY

FREQUENCY

UNACCEPTABLE (must mitigate)

UNDESIRABLE (should mitigate)

ACCEPTABLE WITH REVIEW (may mitigate)

ACCEPTABLE WITHOUT REVIEW
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ÅOkay, youôve defined your risk tolerance

ÅNow what?

ÅFMEA (or other assessment tool)
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What is FMEA?

ÅFailure Mode and Effects Analysis

ÅMethodology of FMEA:

ïIdentify the potential failure of a system and its 

effects (Risk Assessment RA)

ïAssess the failures to determine actions that would 

eliminate the chance of occurrence

ïDocument the potential failures

ÅMitigate the potential failures (connect back to RA)
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FMEA

ÅThe aim of FMEA is to anticipate:

ïwhat might fail

ïwhat effect this failure would have

ïwhat might cause the failure

é and take action to correct it!

(see backup materials for process)
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Battery removal, storage, and recharge system
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Summary - FMEA Flowchart

Identify a failure mode

Determine the possible effects of the failure

Assess the potential severity of the effect

Identify the cause of failure (take action!)

Estimate the probability of occurrence

Assess the likelihood of detecting the failure

Assign an RPN (= S x O x D) or other RA

Take action to reduce highest risk; REPEAT
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Battery Support/Trolley System
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Battery Attachment

Beware single-point failures!

29
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Example Risk Assessment Matrix

Frequency of Exposure Severity

Catastrophic (1) Critical (2) Marginal (3) Negligible (4)

Frequent (A) A1 A2 A3 A4

Probable (B) B1 B2 B3 B4

Occasional (C) C1 C2 C3 C4

Remote (D) D1 D2 D3 D4

Risk Levels High Medium Low

1 Catastrophic major injury to driver, spectators

2 Critical damage to property, and/or minor injury

3 Marginal damage to vehicle only

4 Negligible reparable damage to vehicle only, no injuries

A Frequent every time it is driven

B Probable with every race

C Occasional during/following repair

D Remote not expected during the life of the vehicle
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Example  Mini-Baja HAR

Hazard No. Hazard Frequency Severity Initial Risk Level Mitigation Final Risk Level

Collisions

1 Other Driver error B 1 High Restraint system, bumpers, side & rear-view mirrors, training Medium

2 Steering Failure D 2 Medium Heavy-duty rack & pinion, bumper to cover steering Low

3 Brake Failure D 1 High Emergency brake system, shut-off switches Medium

4 Operator error A 2 High Restraint system, padded frame structure, bumpers, training Medium

5 Rough  terrain B 3 Medium Restraint system, padded frame structure, training Low

Fire

6 Fuel spill C 2 High Firewall, fire extinguisher, looped fuel line system Low

7 Engine damage D 3 Low Firewall, debri guard Low

8 Welding error C 2 High Welding masks & gloves, fire extinguisher, isolated welding area Low

Projectiles

9 Debris from terrain B 3 Medium Mud-guards, debri wall for whole cockpit Low

10 Chain failure B 3 Medium Transmission cage Low

11 Suspension failure D 3 Low Suspension limiters, bumper guards Low

12 Engine explosion D 1 High Firewall, Engine cage, eye protection when working with engine Medium

Frequency of Exposure Severity

Catastrophic (1) Critical (2) Marginal (3) Negligible (4)

Frequent (A) A1 A2 A3 A4

Probable (B) B1 B2 B3 B4

Occasional (C) C1 C2 C3 C4

Remote (D) D1 D2 D3 D4

Risk Levels High Medium Low

1 Catastrophic major injury to driver, spectators

2 Critical damage to property, and/or minor injury

3 Marginal damage to vehicle only

4 Negligible reparable damage to vehicle only, no injuries

A Frequent every time it is driven

B Probable with every race

C Occasional during/following repair

D Remote not expected during the life of the vehicle

Identify & Assess Mitigate
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FMEA Template

FMEA-template.xls
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What are the risks and consequences?

What are the failure modes for your design? 

What are your mitigation tactics?

Document your findings concerning, and the 

process for addressing, these issues

Relevance to Capstone
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Product Liability Concepts

ÅDefinition:

ïCorporate liability for injuries or damages 

suffered by the user from products

ÅApplies to manufacturers, sellers and distributors 

of goods

ÅLiability: An obligation to rectify or recompense 

for any injury or damage for which the liable 

person has been held responsible or for failure 

of a product to meet a warranty.
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Legal Theories

ÅThree theories in Product Liability cases:

ïStrict Liability

ïBreach of Warranty

ïNegligence
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Definitions & Concepts  1

ÅStrict liability in tort: The legal theory that a manufacturer 

of a product is liable for injuries due to product defects, 

without the necessity of showing negligence of the 

manufacturer.

ïDefect in design

ïDefect in manufacture
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Definitions & Concepts  2

ïDefect in design

ïDefect in manufacture
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737 Max


























































































