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This short paper reports an interesting property of the difference distribution table of
an S-box or substitution box, which has been discovered by the authors while studying rela-
tionships between differential and other cryptographic characteristics of an S-box. Namely,
an n X m S-box is regular if and only if the sum of the entries in a column in the difference
distribution table of the S-box is 22"~ ™,

Denote by V,, the vector space of n tuples of elements from GF(2). Annx m S-box is a
mapping from V,, to V,,, i.e., F = (f1,..., fm), where n and m are integers with n =2 m 2= 1
and each component function f; is a function from V,, to GF(2) (or on V,, for short).

The Sylvester-Hadamard matriz (or Walsh-Hadamard matriz) of order 2", denoted by
H,, is generated by the recursive relation

H’nfl H’nfl

Hn= [ H 1 _H 1 ] ) n=1,2,..., H(]=1.

Each row (column) of H,, is a linear sequence of length 2.

In cryptography we are mainly concerned with regular S-boxes. An S-box F' = (f1,..., fin)
is said to be regular if F'(x) runs through each vector in V;;, 27" times while  runs through
V,, once. It is well-known that a regular S-box can be characterized by the balance of the
linear combinations of its component functions. The following is a re-statement of Corollary

7.39 of [1]:

Lemma 1 Let F = (f1,...,fm) be a mapping from V,, to V,,, where n and m are integers
withn 2 m 21 and each fj(z) is a function on V,,. Then F' is regular if and only if every
non-zero linear combination of f1,..., fm, f(z) = @DjL, c;fi(z), is balanced.

Now we introduce three notations: k;(a), Aj(«) and n; associated with F' = (f1,..., fm).
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Definition 1 Let F = (f1,...,fm) be an n x m S-boz, « € V,,, 7 = 0,1,...,2™ — 1 and
Bj = (b1,-..,bm) be the vector in V,, that corresponds to the binary representation of j. In
addition, set g; = @, bufu be the jth linear combination of the component functions of
F. Then we define

1. kj(«) as the number of times F(xz) ® F(x ® o) runs through §; € Vi, while @ runs
through V,, once.

2. Aj(a) as the auto-correlation of gj with shift a.
3. m; as the sequence of g;.

Using the three notations we introduce three matrices in the following:

Definition 2 For F = (f1,..., fm), set

ko(ao) ki(ow) ... kam_1(oo)
_ k(](al) kl(al) e kgm_l(al)
ko(agn_1) ki(agn_1) ... kam_1(a2n_1)
Ao(ao) Al(ao) e Aszl(ao)
_ Ao(al) Al(ozl) e Aszl(al)
Aglagn_1) Aq(agn_1) ... Agm_q(o2n_1)
and ,
(n0,40)* (m,£0)* -+ (pam_1,40)?
) ) e (e, )
(o, €2n1)*  (n1,lan1)* -+ (nam_1,lon 1)

where ¢; is the ¢th row of H,, 1 = 0,1,...,2" — 1. The three 2" x 2™ matrices K, D and
P are called difference distribution table, auto-correlation distribution table and correlation
immunity distribution table of the S-box F' respectively.

In designing a strong S-box, many cryptographic criteria should be examined not only
against component functions, but also against their linear combinations. Such criteria in-
clude those related to nonlinearity, propagation characteristics and difference distribution
tables. The matrix K characterizes the differential characteristics of an S-box. The ma-
trix D indicates the auto-correlation of all linear combinations of the component functions.
While the matrix P represents the inner product between the sequence of each linear com-
bination of the component functions and each linear sequence. P is helpful in studying
the correlation immunity, as well as the nonlinearity, of each linear combination of the
component functions (see [2]).

As one immediately expects, the three matrices K, D and P are closely related. In
particular the following result has been proven in [4]:

Theorem 1 Let F' = (f1,..., fm) be a mapping from V,, to V,,, where n and m are integers
withn 2 m 2 1 and each fj(z) is a function on V,. Set gj = P cufu where (c1,...,cm)

1§ the binary representation of integer 7, 7 =0,1,...,2™ — 1. Then



(i) D=KH,,
(ii) P = H,D,
(iti) P = HyKH,p,.

Using Theorem 1, we now show that a regular S-box can be completely characterized
by its difference distribution table.

Corollary 1 Let F = (f1,..., fm) be a mapping from V,, to V,,,, where n and m are integers

with n 2 m 2 1 and each f; is a function on V,. Then F is regular if and only if the

sum of a column in the difference distribution table is 2°*~™, i.e., Yacvy, kila) = 22n—m

i=0,1,...,2m — 1.

Proof. Compare the first rows in both sides of the formula in (iii) of Theorem 1,

(> kole), Y kaa),..., Y kom 1(2)Hm = ((n0,40)%, (n1,£0)%, - -, (m2m —1,£0)%). (1)

acV, acVy, acV,

Obviously, if 3,y ki(a) = 22n—m 4 = 0,1,...,2™ — 1. then (n,4)% = -+ =
(nam _1,£9)% = 0. Note that £ is the all-one sequence of length 2”. Hence g1, ..., gom 1 are

balanced, where g1,...,gom_1 are defined in Theorem 1. By Lemma 1, F is regular.
Conversely, suppose F' is regular. By Lemma 1, g1,...,g2m_1 are balanced. Hence
(n1,£0)% = -+ = (nam_1,£0)? = 0. Note that {ng,£o)? = 2%*. Rewrite (1) as
Qm( Z ko(a), Z kl(a)7 ) Z ]{igm_l(a)) = (2271’ 0,... >O)Hm-
acV, acV, acV,
This proves that -,y ki(a) = 22n=m i =0,1,...,2™ — 1. O

Corollary 1 has also been obtained independently by Tapia-Recillas, Daltabuit and
Vega [3].

The following corollary shows the uniqueness of the first column of the difference distri-
bution table of a regular mapping.

Corollary 2 Let F' = (f1,..., fm) be a mapping from V,, to V,,,, where n and m are integers
withn 2 m 2 1 and each f; is a function on V,. Then F' is regular if and only if the sum
of the leftmost column is 2°"~™, i.e., Yacv, kola) = 22n—m

Proof. Multiply both sides of the equality in (iii) of Theorem 1 by e where, e denotes the
all-one sequence of length 2™. Hence we have

k(](a(]) kl(a()) v kzm_l(a()) 2m [ 2:_1<7’]J,£0>
ko(a1) ki(a1) ... kam_1(oq) 0 1 ]2 0 1<771,£1>
kO(Q{Qn,l) kl (CYQ:L,l) e kzm,]_(&zn,]_) 0 L 2m_1<7’]7,«€2n ]_>
and hence
ko(ao) 9’" _1<7777 £0>2
2mH ko(al) _ ] () <7]]7£1> (2)
ko(oan 1) ng() 1<77]7£2” 1>




Compare the two sides of equality (2), obtaining

2" —1 2m—1
27 N kolag) = > (m,40)%. (3)
i=0 =0

Since g is the constant zero, 7 is the all-one sequence of length 2" and hence (1, £9)? =
22’n‘

If ey, ko(a) = 22"~™ then from (3), (m,£o)> = -+ = (n2m_1,4y)* = 0. Note that £
is the all-one sequence of length 2”. Hence g1,...,gom 1 are balanced, where g1,...,g2m 1
are defined in Theorem 1. By Lemma 1, F' is regular.

Conversely, if F' is regular, then by Corollary 1, 3,y ko(cr) = 22", O

From Corollaries 1 and 2, we conclude that (1) an S-box is regular, (2) the sum of the
first column in its difference distribution table is 22", and (3) the sum of each column in
the difference distribution table is 22"~™ are all equivalent statements.
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