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@& infosec.wustl.edu
C I I E C K L I S T X infosec@wustl.edu

EMAIL

I:l Reset your password to a strong, unique one

|:| Enable MFA

Unsubscribe from unnecessary emails

][]

Report spam

PASSWORDS
|:| Update passwords |:| Upgrade to passcodes and/ or MFA where available

|:| Set up a passworrd manager

HOME & VEHICLE

|:| Change default passwords Disable remote access when unnecessary or not in use

L1 [

|:| Enable auto firmware updates In shared or rental vehicles, erase your data when not in

use or returning

PHONE

I:l Install updates promptly, enable auto updates I:l Audit app permissions

|:| Set up lock screen pin or biometrics

SOCIAL MEDIA

|:| Reset and use strong, unique passwords Review privacy settings

|:| Enable MFA

L] [

Audit followers and connections
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